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Study on the Legal Risks and Prevention and Control Mechanisms of Virtual

Currency Money Laundering Offences

Chen Wenbo!

! Zhongnan University of Economics and Law, Wuhan, Hubei

Abstract:With the rapid development of blockchain technology and virtual currencies, their anonymity, decentralisation
and cross-border convenience have provided new tools and ways for money-laundering crimes while promoting financial
innovation. This paper firstly analyzes the intrinsic correlation between the inherent characteristics of virtual currencies
and the risk of money laundering from the aspects of anonymous address, decentralized architecture and technical
complexity; and then it summarizes the criminal activities through the centralized exchanges, multiple ‘on-chain’
transfers, mixed services (Mixer/Tumbler), decentralized finance (DeFi), decentralized financial services (Tumbler), and
the use of the ‘on-chain’ service. Then, it summarises the specific modes of money laundering implemented by criminals
through diversified means such as centralised exchanges, multiple ‘on-chain’ transfers, mixed services (Mixer/Tumbler),
decentralised finance (DeFi), decentralised exchanges (DEX), non-homogenous tokens (NFT) and game finance
(GameF1i), etc; on this basis, it reviews the major deficiencies of the current international and domestic legal frameworks
in the areas of legal characterisation, identification of the main body of the anti-money laundering obligation,
cross-border supervisory co-operation, and the collection of technological evidence. In view of the above problems, this
paper proposes comprehensive countermeasures such as constructing a system that improves the legal attributes of virtual
currencies and regulatory subjects, establishing a risk prevention and control platform based on regulatory technology
with big data and artificial intelligence, strengthening the compliance responsibilities of trading platforms and industry
self-regulatory organisations, and improving the cross-border mutual legal assistance and criminal crackdown
mechanism. The study shows that a multi-level and systematic legal and technological concurrent prevention and control
model can help to enhance the identification, early warning and combating capabilities of virtual currency money
laundering crimes while maintaining the vitality of innovation.

Keywords:Virtual currencies; money-laundering offences; legal risks; prevention and control mechanisms
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