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Abstract: With the comprehensive advancement of Emerging Engineering Education and the rapid evolution of Internet of
Things (IoT) technologies, the IoT Security course, as a core component of the cybersecurity curriculum, faces several
challenges, including monotonous teaching approaches, insufficient student engagement, and outdated assessment
mechanisms. To address these issues, this paper explores a teaching-reform framework for the IoT Security course under the
Emerging Engineering Education paradigm based on the Outcome-Based Education (OBE) concept. The proposed reforms
encompass syllabus revision, teaching objective refinement, pedagogical innovation, assessment enhancement, and the
establishment of an industry-education integration model through university-enterprise collaboration. By adopting a
backward-design approach and constructing an mapping matrix between course learning outcomes and program graduation
requirements, the proposed framework ensures strong alignment between course content and student developmental needs.
The course reform aims to enhance student systematic security thinking, innovation capability, and practical competence.

Following implementation, a comparative analysis of student grades indicates that the proposed reform effectively improves
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student learning motivation and academic achievement. The outcomes of this paper provide valuable insights and practical
references for OBE-based teaching reforms in other Emerging Engineering courses.
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